
Computer Lab Usage and Maintenance Policy

1. Purpose
The purpose of this policy is to establish guidelines for the proper use, care, and maintenance of computer systems within the computer labs of LEAD College of Management.

2. Scope
This policy applies to all students, faculty, and staff members who use the computer lab facilities at LEAD College of Management.


Section 1: Computer Usage Policy

1.1 General Usage Guidelines

· The computer lab is available for academic purposes, including research, project work, and coursework.
· Users must log in with their assigned credentials to access the computers.
· Personal software or unauthorized programs should not be installed on lab computers without prior approval from the systems department.
· Food, drinks, and mobile phones are strictly prohibited in the computer lab.
· Users are responsible for maintaining the cleanliness and organization of the workspace.

1.2 Access and Operating Hours
· The computer lab will be accessible to students 24/7, as the campus is residential.
· Access is restricted to authorized personnel and students enrolled in relevant courses.

1.3 Internet Usage
· Internet access is to be used strictly for educational purposes. Users must refrain from accessing inappropriate content or engaging in unauthorized activities such as hacking.
· Excessive bandwidth consumption by downloading large files or streaming unrelated content is prohibited.
· Users should avoid using social media platforms or gaming websites unless it is part of an academic project.

1.4 Printing and Document Handling
· Each student is allowed a specified number of pages for academic printing each semester. Any additional usage must be approved and paid for. Printing should be handled by the front office, and students must send their printing materials to the email address: print@lead.ac.in.
· Doublecheck all documents before printing to avoid waste and help conserve nature.
· Misuse of printing resources (e.g., excessive or irrelevant printing) is prohibited.

1.5 Data Security and Backup
· Users must save all their work on their own institutional mail drive, as the systems will be regularly cleaned, and no data will be retained on lab computers.
· Any unauthorized attempts to access, alter, or destroy data will be subject to disciplinary action.



Section 2: Computer Lab Maintenance Policy

2.1 Routine Maintenance
· The systems department will perform routine checks and maintenance on all lab computers every month.
· Maintenance will include updates to software, security patches, and hardware checks to ensure optimal performance.
· Lab computers will be cleaned regularly to prevent dust buildup, which can affect hardware performance.

2.2 Reporting Issues
· Users must report any technical issues immediately to the lab technician or systems department by filling out the designated issue report form.
· Under no circumstances should users attempt to repair or modify the hardware or software of the computers.

2.3 Software and Security Updates
· All computers will automatically receive software and security updates during offpeak hours to minimize disruption to users.
· The systems department reserves the right to restrict access to lab computers during these updates.

2.4 Virus Protection
· Antivirus software will be installed and updated regularly on all systems to protect against malware and security breaches.
· Users are prohibited from disabling or tampering with any security features or software installed on the systems.

2.5 System Shutdown Procedures
· All users must log out and shut down the computer properly after their session. Failure to follow this may result in system performance issues.
· Unattended computers will be logged off and shut down by the systems department if left idle for an extended period.

2.6 Hardware Replacement and Upgrades
· The systems department will monitor the performance of lab computers and replace or upgrade any outdated hardware as necessary.
· Computer systems showing signs of wear or malfunction will be prioritized for maintenance or replacement.

2.7 Equipment Handling
· Users must handle all lab equipment (including monitors, keyboards, and other peripherals) with care.
· Any damage to equipment must be reported immediately. Intentional damage will result in disciplinary action and possible financial liability for the user.

Section 2.8: CCTV Surveillance
· The computer lab is monitored by CCTV cameras 24/7 to ensure the safety and security of users and equipment.
· CCTV footage is strictly for security purposes and will only be reviewed by authorized personnel.
· Any suspicious activity or violation of lab policies captured on CCTV may result in disciplinary action.
· Users are reminded that their activities within the lab are being recorded, and they are expected to adhere to the college’s code of conduct at all times.


Section 3: Enforcement and Disciplinary Measures

3.1 Non-Compliance
· Violation of the usage or maintenance policy will result in warnings, suspension of lab privileges, or other disciplinary actions as deemed appropriate by the college administration.
· Repeat offenders may face additional sanctions, including restricted access to computer facilities and financial penalties for damages caused.

3.2 Policy Review and Updates
· This policy will be reviewed annually by the systems department to ensure that it meets the current needs of the lab and the college.


4. Contacts
For questions or assistance regarding this policy, users can contact:
Systems Department, LEAD College of Management, Dhoni, Palakkad, 678009
Email: systems@lead.ac.in(mailto:systems@lead.ac.in)
Phone: 9446213236

